807

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.29, NO.4, Aug. 2019 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2019.29.4.807

Fc/c++ glojBzE

SHHAEE B8
ke 57 A% A5t

Zejoutx

ﬂmw
o o

& zEA" A3 2
Tisty MEHSCiSHY

Automated Applying Greybox Fuzzing to C/C++ Library Using Unit Test

Joon Un Jang,* Huy Kang Kim?
Graduate School of Information Security, Korea University

o oF
p=s =
aeoluts e pmEslold sk deiAA) @e nak AkEe Bt Esbd BEoR A s
A QFE ole W e eelats w7 eSS Adsele Baw sh) diel A0 AT 4 sk 2ol

Befelts W] Aasale Fulsiol Bk o’ Aase TEE AL eholnefeld
olal7h EAe e ofel e alolet.

B AT sholueels 8 AR e AFo R A WS AL o F LLVM 7] B 3
g}, ARksHE e O eholdele] EAEe] EASH fuHlsEd U /5 2L ol ool
E HAET 5 gk Qs U Assle AFow 4 I s A1 adeluks 94 BPE
o]

i

[e]

.1

e}
2 AHESRE QlElslol2g MAdlel AFLS 28 cokt adolsks 4 579 58 $el o E7E
Age eEpe ZeAERRE YD Adsiest Asslle ngon me AueA] 2 kiR e Aepge
goza Ak wpHel e Bt

|

ml

ABSTRACT

Greybox fuzzing is known as an effective method to discover unknown security flaws reside in software and has been
actively researched today. However, most of greybox fuzzing tools require an executable file. Because of this, a library,
which cannot be executed by itself requires an additional executable file for greybox fuzzing. Generating such an executable
file is challengeable because it requires both understanding of the library and fuzzing.

In this research, we suggest the approach to generate an executable file automatically for a library and implement this
approach as a tool based on the LLVM framework. This tool shows that executable files and seed files can be generated
automatically by static/dynamic analysis of a unit test in the target project. A generated executable file is compatible with
various greybox fuzzers like AFL because it has a common interface for greybox fuzzers. We show the performance of this
tool as code coverage and discovered unknown security bugs using generated executable files and seed files from open
source projects through this tool.
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Table 2. The test status of top 10 open source
projects from GitHub which are searched based
on keywords: c¢/c++ language, library, parse,
most stars

2 gk = shtelu), skR|uk glolHalglel] A3} project unittest fuzztest
libphonenumber o) X
Table 1. The number of vulnerabilities discove- rapidjson o X
red by greybox fuzzing simdison o <
fuzzer # of vulnerabilities http-parser 0 X
AFL more than 350 redcarpet 0 X
AFLFast 12 grbl o X
VUzzer 8 cJSON 0 0
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CollAFL 157 yajl o) X
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I static bool initflas = false:
z

Jstatic char+s buffer = nul lptr;
4 static size_t buffer_len = O;

5

B APl inmit() {

i o A4 initialize code
a initflag = true:

9}

10

11 &Pl insert{char+ input, size_t input_len) 1
12 iflinitflag == fasle) return;

13

14 buffer = callocCinput_len + 1, 1);

15 memcpw(buffer, input, input_len);

16 bufffer_len = input_len:

171

18

19 4P| parse_A() {

2 ... A/ complex logic for parsing buffer
21 F

&2

23 AP| parse_B() 1

24 ... /¢ conplex logic for parsing buffer
&

Fig. 2. The example for understanding why a
function sequence is required to achieve higher
code coverage
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Fig. 3. Line coverage comparison between when
seeds are given and when not given
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Table 4. Tested projects and commit number
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crares c2 ares_parse_reply_fuzzer ares_parse_"
el parse ISO_8859 1 fuzzer XML_Parse
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b10 session SSL_SESSION_from_bytes
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vl dex_fuzzer yr_rules_scan_mem
y2 dotnet_fuzzer yr_rules_scan_mem
yara y3 elf fuzzer yr_rules_scan_mem
v4 pe_fuzzer yr_rules_scan_mem
v5 rules _fuzzer yr_compiler_add_string
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b2 7 49
b3 10 281
b4 8 80
b5 8 78
b6 73 4
b7 51 13
b8 12 41
b9 9 263
b10 13 2
b1l 56 8
b12 176 86
vl 15 6
y2 15 3
v3 15 15
v4 15 8
y5 139 3
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Table 7. Generated executable files and its ID and FA
project ID | target unit test FA
fcl | ares_test ares_create_query
c-ares ¥
fc2 | ares_test ares_parse_
expat fel | parse ISO_8859 1 fuzzer XML _Parse
fbl | crypto_test CBS _init
. b2 | ssl test BIO new_mem_buf
boringssl fb3 | crypto_test BIO new _mem_buf
fb4 | ssl_test SSL_SESSION_from_bytes
fyl | test-api yr_rules_scan_mem
yara fy2 | test-api yr_compiler_add_string

Table 8. Test sets for line coverage comparison of executable files based on the FA

test set automated ossfuzz FA

T1 fcl cl ares_create_query

T2 fc2 c2 ares_parse_*

T3 fel(36) el, e2, e3, e4, eb, eb XML,_Parse

T4 fb1(60) bl, b2, b3, b4, b5, b6, b7, b9, bll, b12 | CBS init

T5 b2, b3 b10(12) BIO_new_mem_buf

T6 fb4 b8 SSL_SESSION_from_bytes

T7 fy1(24) vl, y2, y3, v4 yr_rules_scan_mem

T8 fy2 v yr_compiler_add_string
o i Automated
s by 14k Pt _ - A Y- Ossfuzz

time (hours) time (hours)

(b) T2

time (hours) tim

(¢) T6

(hours)

(d) T8

Fig. 7. Line coverage comparison between automated and ossfuzz over 6 hours fuzzing
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Table 9. Tested projects from GitHub

project commit
Clptes 08103f048e554c8f60aaefdal6761fa
cJSON 1 pan1 1412
e b31e02e427f55d4ce69c33ed9936al
P 396628440

# of visited lines

. - |

T3 T4 TS5 T7

test binaries

Fig. 8. Line coverage comparison between
automated and ossfuzz over various time
fuzzing based on the number of executable files

Table 10. Found bugs via automatically
generated executable files

project bug type
expat heap buffer overflow
cJSON null dereference

mpc stack buffer overflow
mpc heap buffer overflow
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